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Grid Ex IV

• NERC sponsored utility, security, 
and crisis response exercise

• Improve capabilities to respond and recover 
from disruption to the North American bulk 
electric system

• Strengthen crisis communications partnerships



Exercise Participants 



Utility Participants



Avista’s Planning & Participation

• Planning initiated in January 2017

• 12 planning team meetings

• 20+ departmental meetings 

• Labor hours – 1000+ hours 

• 11 departments & 40 Avista employees 

• Electric System Operations real-time simulation

• 50 Planners, Players, and Observers 



Avista’s Objectives

• Demonstrate ability to respond to cyber & 

physical attacks

• Demonstrate coordination capabilities

• Improve incident response plans

• Engage internal departments 

• Engage external stakeholders 



Scenario

• Cyber Attack

• Physical Attack

• Communications Challenges





Avista Participants

• SCADA
• Power Supply
• System Operations
• Corporate Communications
• Internal Communications
• Enterprise Technology
• Security
• Gas Compliance
• Facilities
• Gas Control

Observers

• Washington UTC
• Idaho PUC
• Washington State Patrol
• Spokane County Emergency 

Management



Day 1 – Simulate Failure



Day 1 – Simulate Failure



Day 2 – Restoration



NGas Lessons Learned

• COMMUNICATION

• Odorizer backup battery life

• Backup Utility Center location(s)

• Satellite phones for Control Room

• Ability to see gas facilities on mobile devices

• Update Emergency & Business Continuity Plans
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